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Mental Health/Neuroscience/Data Science
(Cambridge, Oxford, Toronto etc)

Past ~6 years (examples)
• Lancet Digital Health International Advisory Board
• The Alan Turing Institute
• Wysa chatbot
• Co-Chair, IEEE IC Program on Ethical Assurance of Data-Driven 

Technologies for Mental Healthcare
• Co-Editor, Special Issue: “Virtual Reality in Paediatrics”, Frontiers
• Book: Digital Ethics in Global Mental Health
• Mental Health and Suicide Prevention, Facebook, Global Advisor

MY BACKGROUND



Creator:
• Digital Innovation in Mental Health (DIMH) conference
• Digital Mental Health Data Insights Group (DMH-DIG)
• FinHealthTech Consortium (FHTC)
• Building a Global Cybersecurity Culture in Digital Mental Health

MY BACKGROUND



CYBERSECURITY & 
MENTAL HEALTH



mHealth apps are now generating more user activity 
than other mobile device apps such as online banking 

(Pew Research)

Personal health data is the most valuable form of data 
on the dark web – it’s a bigger pay-out than credit cards 

(Knight Ink)
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FINLAND'S LARGEST PSYCHOTHERAPY CENTRE WAS SUBJECTED TO DATA BREACHES AND 
BLACKMAIL.
IT DECLARED BANKRUPTCY ON 11 FEB 2021 

THIS IS A WORRYING SHIFT IN CYBER CRIME TACTICS TOWARD BLACKMAILING PATIENTS 
DIRECTLY

“Hacker targeted some of society’s most vulnerable – including children“



• SALUSCARE, ON BEHALF OF ITS PATIENTS, 
HAS SUED AMAZON WEB SERVICES AND
AN UNNAMED HACKER.

• ACCORDING TO THE LAWSUIT, AWS IS
HOSTING HEALTHCARE DATA ALLEGEDLY
STOLEN FROM THE FLORIDA MENTAL
HEALTH PROVIDER ON ITS PLATFORM, 
WHICH MAY LIKELY BE PROMOTED FOR
SALE ONLINE ON THE DARK WEB.

CYBERSECURITY & MENTAL HEALTH

https://healthitsecurity.com/news/amazon-sued-for-hosting-stolen-health-data-to-compel-its-release

25th March 2021

https://healthitsecurity.com/news/amazon-sued-for-hosting-stolen-health-data-to-compel-its-release


• UPSET WITH PATIENT CASE

• EFFORTS TO PENETRATE
NETWORK AND SOLICIT PATIENT DATA ; 

•
DISRUPTIVE TO CLINICAL

OPERATIONS

• “SECURITY EXPERT SAYS THESE TYPES OF ATTACKS ARE LIKELY TO BECOME MORE
COMMON. EHRS AND OTHER HOSPITAL IT SYSTEMS COULD FACE DRAMATIC
NEW RISKS.

Source: https://www.healthcareitnews.com/node/529886

https://www.healthcareitnews.com/node/529886


“Many patients will be extremely anxious about just what information 
has been stolen, and how it might be used in the future.”

https://www.mylondon.news/news/west-london-news/london-patients-living-fear-before-20339587

Weight Loss and Cosmetic Surgery



•

• 83% 
OF ALL INTERNET TRAFFIC

•

MALICIOUS TRAFFIC GREW 211% 
• HEALTH IT 

INTEROPERABILITY
HELP PROVIDERS GIVE BETTER CARE

FHIR API VULNERABILITIES

Exploiting Application Programming Interfaces (APIs)



• THE LARGEST UNVEILING OF VULNERABILITIES IN
TELEMEDICINE APIS

•

•

Feb 2021





WHO IS IMPACTED BY A BREACH?

• USER & THOSE CLOSE TO THEM; FUTURE USERS DISTRUST PROVIDERS (OMIT INFO AT
ASSESSMENTS ETC.)

• EMPLOYEES (DATA STOLEN TOO; BREACH STRESSFUL WORK ENVIRONMENT; EMPLOYEE MISSTEP; 
DISGRUNTLED EMPLOYEE, LEGAL ACTION AGAINST SOMEONE ETC.)

Source: https://www.secjuice.com/apperta-data-breach-fiasco/

“The Apperta Foundation 
allegedly kept public repos 
full confidential data on 
Github, freely available for 
anyone to download (e.g., 
databases, source code, 
usernames, passwords and 
API keys)”



WHO IS IMPACTED BY A BREACH?
PROVIDERS/THIRD PARTIES:

• PROSECUTION, FINE OR IMPRISONMENT (E.G., CONCEALING THE SECURITY FAILINGS
‘COVER-UP’) ETC

• BANKRUPTCY, VICTIM COMPENSATION PAYABLE DUE TO THE HACKING, ORDERED TO PAY
AN ADMINISTRATIVE FINE ETC

• REPUTATIONAL DAMAGE; DAMAGE TRUST

• CYBERCRIMINALS ARE INCREASINGLY TARGETING SMALL AND MEDIUM-SIZED ENTERPRISES
(SMES) 

• EVEN SECURITY TRAINING FOR EMPLOYEES DOESN’T GUARANTEE IMPROVEMENTS IN
SECURITY AWARENESS AT THE ORGANIZATIONAL LEVEL OR IN REAL-WORLD ATTACK
SITUATIONS. 

Thinking about Privacy by Design from the onset; breach response plans; 
cybersecurity budgets, insurance etc.
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